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Trends in Open Source Binary Code Analysis Technologies
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ABSTRACT

The increasing incidence of software supply chain attacks has significantly increased the demand
for technologies capable of verifying the provenance and security of software components.
Although significant research has been conducted on source-code-based analysis utilizing software
bills of materials, such approaches are not always feasible in industrial environments where source
code is unavailable. In these environments, open source detection techniques applied to compiled
binary code have emerged as essential methods for determining the reuse of open source software,
identifying security vulnerabilities, and ensuring license compliance. This paper reviews open source
security threats and the most recent advancements in binary code analysis techniques for the
detection of open source materials.

KEYWORDS SBOM, SW S&2 20k, BiO[LH2| 24, HIO[H2| FfH 24, RELA FIH

= 1

. ME 27} 23t o] A=A A4Es] wpotstal, 1L 2

Zeof] UiAE Bt H k& Aol #Est= A0
G E-52(DevOps) 7|RF AZEQJof(SW) AHEfA]  SW 33 Heke] 4] ypA 2 BAdsint.

= Q0IZ LA ATZEY)(0SS)] T LS 20209 SolarWinds 343} 7o) A ZR= SW &

Bl A&Ao|AL, w2 S AlFstal Itk 7 FAKY] G0l E o] ST EE 4lo] 8417

5o BERSE 7 6& AR E sk oAl =049 iR 3538 34 Ar7FEAYsHA A

ASH ZALA To| BT & SEFOEN /T o3t F o AZIE o FERITE o] Ao

L5 5 7HEEsal QAR SAlol M2 FES = Qs 17 8% 7l o]/de] 7| Fi FE 7] o] 1

HOF oS op7]shal It Swoll oE 14 & & Ao, el Abdo] dHA|7|17HA] F4 10

* DOLI: https://doi.org/10.22648/ETRI1.2025.].400504

*E =80 0024dE YR(HE7EHREAR)] Yoz PREA|SPrU] AU wot $3E AT AFY[No. RS-2024-

00437337, ZEto|HA] HEY Y7 Bl o] HeldA] A28 7l< 71l

35| M4k
FO|REX|+HAZK| 20| [} 0|23 & UELICH ©2025 SH=HRSAATH




go] 208 JER 7| AlTYA 7|9t Kot
SRR FA7F o2 Rl o] % 3CX, Ok &

o] A|&A o2 Wy, it
7143 7l Al Frflskal

FEI} B0 SW A 240 EYAS BRE)
SW 4 24 BE(SBOM) 7] 0] F44Ql
2 FEI B3], 2AT =T} A FE A &
& 2ZE oL AHt = Helol9] 7

T 7|ge] BAo] E7bEslo] SW A 9489 &4
& fofeal Bk Hord S gAshe o dAI7F Ql
At vpol g A @ BAL Auldy A3}
=gt A9 &7 2fo] 5 of2] 71&4] Gl Ad
3 glom, olgjet YAlES F5317] g A7t
23] WP AL Qlrk. Bl = QEAX Eg
of W2 HOt Y S AR SW FFY Kok
A3ket7) 93t QT A A vlo|| g & B4 9] 7]

& TS A EIA S,

P
>
kU

[e]
T

= o =
2 S g, B 27 50 Aol YA,

£ A7} Sk

97%
70%

of the codebases contained open source

of scanned code had its origin in open source

Vulnerabilities and Security

: % 81%
86% o
Of risk-assessed of risk-assessed codebases
codebases contained contained High- or critical-risk
Vulnerable open source wulnerabilities

£X Reproduced with permission from Black Duck, "2025 Open
Source Security and Risk Analysis Report," Apr. 2025.

T2 120241 QEAA $8 W HU HY 24

ZHgo] tiFE AL ATHIH 1),
ZFEUY = 20250 A AA 24 €] 45%7F SW
ol tist F4S FAY Aol Barstar
E SW AR F7ho] upg} Az EQof
T 370 gk ms| o] 20231 4609] F
ol A1 2031 1,3809] S| & 2718 Ao 7 At

LELAE SolEE Y g7 A = FAE]
AR O)E2S 7HA AL QlofA, o] 5 el SW
o "HA = V1A o2 ml ojg w
A, 2L QELAN AL HFS 3] Thotst

HOt QI3 MEL
F|okHo|
=Zokel QIEAA Bl0|ER{2|Q| Hot FFH oz ol
QEAA 0|2 AtE3te A|AHI0| F|ob Ft
74 24
SHRPL 7|1=9| MEE 4 Qe QEAA
ofo|xol 2to|=2{2|Lt Th7|X|of| FHYBES ZSHA|F|
TC Aol = WA(EtO| ZA RS (Typosquatting), 2|=
X F|oFH Aol
SXELQL LX|ES Y HotufX| 0|5 5o #z| BAlz
YH0|E BE  QIFt MF FAFH IS 0|

omy oy W U =Y gl FHot 2lojzafelz

SESEA olst #jord Ho|

S IR 9B 9EaA maMEY} QAR 0lES
Uopy  AIZBILL, Alig 4 9l ZRNER oY
Z2HE  slo] NI HiE

ZY% 9| / QEAAHIO|H2 BE B DI S



A Zohs A7t Eom, L A4u HH S SA 4
A Zohs ol A 4= Qlrk tjEA] @&
2 FHoFH S 0] 83 HoF 9L F 13} Lol A
ElEgaii=g

LEAA SWi FHAY AFUE S Eilkst
o] gEo wE WS o] FaL QAT ARk Kot
3o =2 VIS5 E A7) o) 7)Y swE
TG B AE SJsiA= LE A gho| B g
AHE-S A F5HA BreEjstal, 714 Q1 Hot 1 H
Aelo] E ®orS A A s o sttt

. @EAA HlO|2| ZE 2M 7|&

1. 35 ujojuj2] A= 24 1%

BAEA L o] RS st gl A
SES o]7] IEE AvsHs ol Hntele)
7 fagske MR, T AT, E88 AR
o WAy AR 2 Alo] Pk W UL, B
oA Belo] 7Hs e £AIY, L 7]t Ho] &
2, 814 A 58 EHOR 2251 $AES 1)
whe Z]HoltH2]

1.1 2XE 0 718

H}OlLﬂ A ‘4101] Hupde] &2 gh d=sto]

!
R
29
=)
A
l‘ll‘
r-in
by
12
)
e
M,
u
B
N
B
I

Aol W2 A E Fojstal, A fst 244
e w2 A& Fofsto] JF=E w0l W
Al A eistal itk thEA © & B2SFinder[3] & &
2 FEZ o)F ZER Hupd k= oA Bl

HAISASEEY

o

// @ Export; @ Export:
/ CertCompareCertificate [ SSL_check_chain
FoxitReader.exe ! CrypiDecodeObject > SSL_set_ss]_method
s PFXImportCertStore RSA_generate_key
DOS Header ,;’—\ OpenSSL
/(@ tfeise: ® Switch/Case: cryptlib.c

ase_cfb.c
bf_enc.c

=2 ®) Switch/Case: ) switch(key_type){
jnz If/Else il N
text . cup eax, 0D <—> it bit—1 case KEY_PRIVKEY:

oydAiogn

o 40N (s e KEY CERT |
mov edx, eax A
- ts i (bts == 192
data <] jmp dooff 4930FCledx*4] L deeifGits==100; | sslalgsc
rdata | " ] 5| ssl_certc
. |@® String: ®5mng®51rlng. 8 eslrsac

» -
\ | XResobtionisctto ¢ >Array: sha)s6

Allocation emrorin |

\ | SSLserver
| Missing JPEG tables

AData Fragment)

® Enum
L %0 2 ef 84 9F 5d fa 25 | (7 ' ;
bF 30 90 cb o7 3 10 e8 | 0 |ATTaY:
F£ 7 60 47 4b e4 Of 36

% is an unknown

@ Integer Array:
CAST.S_able2[256}=
(058468240, I

0x25fa5d9f.

&% Reprinted with permission from Z. Yuan et al., “B2SFinder:
Detecting Open-Source Software Reuse in COTS Software,” in
Proc. IEEE/ACM Int. Conf. Autom. Softw. Eng., (San Diego, CA,
USA), Nov. 2019, pp. 1038-1049.

721 2 B2SFinder®| 77HX| 3E EX ==

A @ BEFE 771 24 715 EAEAY, B4

W, Export ¥, 4 HlE, E7F ¥, 1f/Else T,

Switch/Case 7-5)2 7|HH O 2 thAl vlojg]oA =
Z35to] ofn| LE5E LEAA HoJEH|o]| A0 HH
o} mj = 7]&S A-8-51al At} B2SFinder®] 7
7HA e B &6k S 1 29k At

1.2 J2f= OjE 7Y

ez v 7R
o] 24 5l =
2R T, 0P 7o) fAE S S5
ol FAMS AHETh tEA S 1
H2E o] A9 425 Uefs Aol 35 1
#3Z(CFG: Control Flow Graph), H0] ] 7 0] ¢} A}
£ BAE B35h= dloly

Flow Graph), ZL2] 3l

S E 182 (DFG: Data
g4 5E IAE U= &
Z 12 2(Call Graph)7} QIT}. tEA Q] $& 12z
> 719 £l BinDiff[4]7} @It} L= ujA
e FEY XA, =T34 T5S HHgstol &

& BAQ YR FHE0} 1, Auae 27

X403 X5 20259 10¥



St QISh A Wil o] A= 73 A3 o]
Atk Tk, ALE BT} ]9 =0} T HEol
2] B0l A-g3t7] oL, Ay KA
S35 Oz EZEXE AT A
ol @& Qo] WAE 4~ A

1.3 Hashing Oi%! 7|9

Hashing 7|5+ 7132 vlo| |2 &
Hashing "3 &3 FAMS &
oz we 240] 7
Z9] 53} S A|(MD5, SHA 5)= 7Y
H| ET 2epA = e8] O-E sk stk
U] TS AEdte= ol 2 AREEH AT 1
gt Hhol| ] fAME& atotste Hl= f‘ﬁ?ﬂ 7k A
o}, o] &gk fﬂ?%l% %%5}71 AOH A “‘6H
ofd 7 7] HE A=
FAMS HlE= Totste ol Eee 5@ SRR
2 A9/ 9] 3|4 (LSH: Locality-Sensitive Hashing)
7154 o] STtk LSH= &
B2 Ut WAl et Ve R, 718 st
22 Al TS HAasohe tial FARE &5 3
9] &= FHEsIt o] & Eal T+ HlolEAl
olA B2l FAMS AL TlojE Y AHY S
S8 4 Uk Ghidra[5]9] BSim &2]71¢1& ©
LSH 7|&& &84 348 54 g E st
dlojefH|o] 2o Qe Yo zn FRA o2 FA

o greE A Zropuial Qi

AR QY Ee 52 EE

_4

|

)
o

2. A1 714t Hjojiz]

AEEN D=
AFA (A 7]&2] vhdof uleh viojyE] =
A FopllM = AL &5t = A

g 24
=7k 23] F7ekT Qe Hpoluie] =

A

O
BAE

ZZ2 2|/ 2E

e Bolel U g4se] 14
o}k Tgo] Mawolof k. o
£ @40 A% 58S Uehie Ao 58 =
(CFG)2] 24 Fejet 9] ol B e o} F= 2}
A7 A, AL Z7]49E vioju 2] F& R o= CFG
o] 324 EAS dfE AW FJ(Graph Embedding)
PHOoR ojMEe] TE zpedo] Ml 7uke] 2
= | (Code Embedding) 7|H O 2 Z}7} HE|$}5}
4 itk o gA JL W AL 4 7k JuH

SAME S B ek o] FeErt,

2.1 J2f= Ady|d

Hho]UiE] BT B4 Bopol A e ouge

AT o] Helkel 7= (Basic Block)2} 271
B W HnE o 270 R FAE CRGE
Gzl E S8 e skss B BT 19
U Doz WS 40 SO LS A
89 B8 TR SASAR YEE 0 A o
£ o0|F AL B8 7S] ol ol
SHAIE F5317] 93] CFGe] 712 &5l sjd &
29 199 Y2 WG S 9 270 B
o)t W sk Hglon, o) A& Ak Aol

H 2 GeniusOll AFREl 7|2 EE90| EX

3

40
o9
dm
o

. E_X}m

27 A4S

- 2712 2R 9%

* %.:.I' E 7H-r

- BR0i59| A%

b oAt IOl T4
Z

8 Ay ESe| 4

> o3

o rg

=
i 712 £20| TA| &0l M XX|st=

=]

7
ZAlM(Betweenness)

oA

Z£7X Reproduced with permission from Q. Feng et al., “Scalable
Graph-based Bug Search for Firmware Images,” in Proc. ACM SIGSAC
Conf. Comput. Commun. Secur., (Vienna, Austria), Oct. 2016, pp.
480-491.

AA HIO|{2] 2E 24 J|2 S8



Genius[6] =R A2 &4 7|4dF Ajo] &
(ACFG: Attributed Control Flow Graph)o] c}.
ACFGE 7| & EZ0) A4 (Statistical) L

g wrgstol

= J8=

I“N
o

kA
e
18
ftlo
ogk
oz ){
>
)

(Structural) &

f
2

)

m

N,
2
rle
M
_>‘i
e

1=}
ox
+
He
N
M
r o)
)
ol

M
HHN’
o,
o
2
X
>
%
oft

o 7N, g
ggol 4, 1L
o x4 E4ol= H% E5T
T(Child Node)®] 429} 12|32 Ujo]]
2} A E}= 2414 (Betweenness)©] 3E
HE2 3 20 Q9= it}
Geniust= 9] CFGE ACFGZE HE38H
EE(Codebook) 7|5t 1) 3Z o]

KR
=
2 e ek}, o2 ol £5te] 34 1 At
o

J
1

Jht 24 omo 2 oF
2

-

B>
o
o
N9
N

X
Qe e
N,

ot
1=

o

i

2

o gr o
I

)

Jlm

e
kU

(HWRSY

fjy

_V}i

>4

in

ol

N

T,

ke

o

o,

[z 4

b o

TN

: 3

e g Z»HE
o 2= of MM
Moo 2 g

WMo =

=)

>
@)
1
@)
B
10
Jo
S~
>,
ki
1z
i
o, W T
I oX
ofl oX
N
i
)
o o
<2
>
o

o] 5% Gemini[7]+= Geniuso Al 42
3t ACFGE 1= A3}, &< 71a 3t Struc-
ture2vec[8] &S o]-&af 1= WIS A5t
11, Siamese NetworkE &3l 3 FALEE H| L5
& ?i%LOJ BugGraph[9]+:= 7] ACFG
< 71s%r 1822 A7 HH(GNN:
Graph Neural Network) LERZ O E ofelHd U ES

o
t
o
i
ot
B

F(GAT: Graph Attention Network) S =3} &=
St 84 Q] Siamese Network THAI Triplet Loss 7| §F
o 247 8143 MG sho], Y TUOIA Type-1
> Type-2 > Type-3 > Different oA = 72|17} F-4]
HEE sh53It) 7] A Type-12 5YLS AL
ZAutd AL, HAg 3 )=
(Literally Same), Type-2+= 2|0 = T3}

=
M, 7o) B4 o] B 9t 7

fU

=
s 74

hiy

=
[t o
o

o
o
W4y,

)
=

)

$~(Syntactically Equivalent), Type-3+= I E=2] FL21}t
Ao EFo] FiEa oz HAL YA 3] FAL
Jo] Q1= 74-2(Syntactically Similan)S- 2]H] ST}, o]
7 & Asrs 58l BugGraph=

73011*194 dlolje) e =

PPEIIE
FE AdHFE L AA FTL) Ho|YE I EE A
A QA - HEste] 7} F4g WEE #Y

=2 Ao A2 (NLp:
Natural Language Processing) 7]<2] 213} Sh7A| 25}
3 gt

7V %7]9] AL 2= asm2vec[10]0]
2vec2 NLP

AT}, asm-
HoF] word2vecs &3t PV-DM
(Paragraph Vector-Distributed Memory) &S ¥ &35}
of oJMEE] FEE FA5laL, o] S 7|Ho R I &
FAIEE FARI o714 3= A (Paragraph)
2, ol dol(Word = Zl?ﬂﬂ% 74§94
& dl5st7] S8l 1 ol - o] % £ A &
St} 3 39 CFGE ‘:&036}71 {8l CEG

2

=
502 At SAFE[11]%E asm2vecy} B
CFGE AMESHA| = o o] Al A 7IH
=& AESI SAFE= o Al1EE] E ool word-
2vec(skip-gram)= &3} instruction2vec(i2v) 2 B
& eSS 7, S SN Bi-RNN) A
3 o] Ell M (Self-Attention) O &2 3H4 AIH|H S XA
St} 0] % Siamese Network 325 E3] Positive/
Negative 3= 2 8h58tH, &4 g4 FAIE
A% ook ol e For
= x86 O} 7 ol 2 g

TXSUSEEA H40# M52 20254 10



Original Disassembly DeepSemantic SAFE DeepBinDiff InnerEye

push rbp push_bp8/ X_push_rbp/ push/reg8/ PUSHO~RBE/
push rl4 push_reg8/ X_push_rl4/ push/reg8/ PUSHQ~R14/
push rbx push_reg8/ X_push_rbx/ push/reg8/ PUSHQ~RBX/

mov rhx, rdi mov_reg8_reg8/ ¥_mov_rild,_rl5d/ mov/reg8/reg8/ MOVQ~RBX, RDI /
call 401400 <nieplt>@ call_externfunc/ X_call_HImM/ call/imme/ CALLQ~FOO/

mov rl4,rax mov_reg8_reg8/ X_mov_esi,_eax/ mov/reg8/res8/ MOVQ~R14, RAX/
mov ebp,DWORD PTR [rld] 9 mov_bp4_dwordptr[reg8]/ X_mov_ebp,_[rld*1+0]/ mov/regﬂ/ptr]\‘ MOVQ~RBP, [R14]

test rbux, rbx
mov eax,0x425530 @)
cmove rbx,rax

mov esi,0x38 @

mov rdi, rbx

call 40a130 <£n2>@®

test regB8 regB/
mov_reg4_dispbss/
cmove_regB_reg8/
mov_regd_immval/
mov_reg8_reg8/
call_innerfunc/

X_call HIMM/

test/reg8/reg8/ TESTQ~RBX, RBX/

mov/eax/imme/--. . MOVQ~RAX, 0/
cmove/rbx/rax {,ﬁ CMOVEQ~RBX, RAX/
mov/regd/imme/ MOVQ~RSI,0/
mov/reg8/reg8.” MOVQ~RDI, RBX/

call/imme/ CALLQ~FO0/

ZX| Reprinted from H.J. Koo et al., “Binary Code Representation with Well-Balanced Instruction Normalization,” IEEE Access, vol.

1, 2023, pp. 29183-29198.
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